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[bookmark: _Toc32171]引言
[bookmark: _Toc24672]文档概述
文本主要介绍如何在银河麒麟桌面操作系统V10SP1系统上使用samba+winbind的方式对接ad域控，实现使用域账号登录麒麟操作系统。
[bookmark: _Toc26358]适用范围
本手册面向具有Linux操作系统使用经验的用户、麒麟软件一线工程师及相关技术人员等，实现在银河麒麟桌面操作系统上使用ad域控登录。
[bookmark: _Toc7297]配置前准备工作
Ad域控：windows server 2019
IP地址：10.0.0.189
域名：kylinos.com
域控账号密码：zhangsan@kylinos.com/Kylin123123
[bookmark: _GoBack]银河麒麟桌面操作系统V10 SP1 2303/2403


[bookmark: _Toc24491]配置步骤
[bookmark: _Toc27579]步骤1：
[bookmark: _Toc1044]修改麒麟桌面系统网络以及计算机名
此处计算机名修改为client1
[image: ]
网络配置如下：
[image: ]
DNS服务器：配置域控地址
搜索域：配置ad域名


[bookmark: _Toc3554]步骤2：
[bookmark: _Toc7833]修改samba配置文件
配置如下：sudo vim /etc/samba/smb.conf  workgroup = KYLINOS
realm = KYLINOS.COM
netbios name = kylin
security = ads
dns forwarder = 10.0.0.189
idmap uid = 10000-20000
idmap gid = 10000-20000
client use spnego = yes
client ntlmv2 auth = yes
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain = true
winbind enum users = yes
winbind enum groups = yes
encrypt passwords = yes
kerberos method = secrets and keytab
winbind refresh tickets = true

[image: ]

[bookmark: _Toc11773]步骤3：
[bookmark: _Toc5991]重启samba服务
sudo systemctl  restart  smbd


[bookmark: _Toc16348]步骤4：
安装winbind相关软件sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind
2403以下版本安装过程中会升级samba版本，选择保留当前的samba版本（回车即可）
[image: ]
[bookmark: _Toc22035]步骤5：
修改/etc/krb5.conf 配置文件
其中：KYLINOS.COM为你的ad域名，kdc与admin_server写ad域控的FQDN（域计算机名.域名或者域控ip地址）[libdefaults]
default_realm = KYLINOS.COM
[realms]
KYLINOS.COM = {
kdc = winad.kylinos.com
admin_server = winad.kylinos.com
}
[domain_realm]
.kylinos.com = KYLINOS.COM
kylinos.com = KYLINOS.COM

[bookmark: _Toc27550]步骤6：
创建ad域控的主目录：sudo  pam-auth-update
选择 Create home directory on login (在登录时创建主目录)，然后选择 Ok (确定)。
[image: ]
[bookmark: _Toc19866]步骤7：
配置本地域认证
sudo vim  /etc/nsswitch.conf
[image: ]


[bookmark: _Toc32319]步骤8：
启动Kerberos 票证，zhangsan为域账号，回车后属于域账号密码
sudo kinit zhangsan
[image: ]
确认已成功创建票证：
sudo klist
[image: ]
[bookmark: _Toc27956]步骤9：
创建一个 Kerberos keytab 文件
sudo net ads keytab create -U zhangsan（若是没有关闭麒麟安全设置会弹窗认证，点击允许即可）
[image: ]
[bookmark: _Toc20379]步骤10：
加入AD域控
sudo net ads join -U zhangsan
[image: ]
[bookmark: _Toc17607]步骤11
重启winbind服务（若是没有关闭麒麟安全设置会弹窗认证，点击允许即可）
[image: ]
[bookmark: _Toc20877]步骤12：
修改/etc/pam.d/common-account，以便域账号能够创建家目录
[image: ]
银河麒麟桌面系统2403版本还需要更改以下配置
[image: ]
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[bookmark: _Toc25097]步骤13
验证域账号是否能够正常登录系统
[image: ]
[bookmark: _Toc22809]步骤14：
修改 lightdm 配置
/usr/share/lightdm/lightdm.conf.d/95-ukui-greeter.conf
[image: ]
[bookmark: _Toc21389]步骤15：
[image: ][image: ]重启验证：登录账号需带域名







[bookmark: _Toc31162]附录
步骤2说明
workgroup：指定域名或工作组名，就是“.com”之前的名字，例如 qr.com。这里 
就填“qr”，不区分大小写。 
realm：指要加入的域的名称 
netbios name：就是在“网上邻居”里看到的名字，通常是计算机名字中的第一 
部分 
security： 
指定 samba 的安全模式，现有五种安全模式；security = ads 当 samba 服 
务器加入到 windows AD 域时使用该模式，也是将验证工作交给 windows 域 
控制器负责。使用这个模式需要在 samba 服务器上安装 Kerberos。注意，在 
这个模式中 samba 是作为一个域成员，并不是 AD 域控制器。ads 验证方式必须配合 realm 参数 
dns forwarder：指定 dns 服务器，这里可以直接写 AD 域控 
idmap uid/idmap gid：指定将域用户映射成 linux 本地用户的 UID 和 GID 范围。实 
际上 linux 系统内部运行是只识别 uid 和 gid。 
client use spnego：这个变量控制 samba 客户端是否将尝试对 WindowsXP 和 
Windows2000 服务器使用简单和受保护的协商(由 rfc2478 指定)以同意一种身份 
验证机制。SPNEGO客户端对SMB签名的支持目前已经中断，因此在使用Windows 
2003 域控制器时，您可能需要关闭此选项。缺省状态下为 yes 
client ntlmv2 auth：该参数确定是否将尝试使用 NTLMv2 加密的密码响应向服务 
器验证自己。 
如果启用，只会发送 NTLMv2 和 LMv2 响应(两者都比以前的版本安全得多)。 
许多服务器(包括 NT4 < SP4、Win9x 和 Samba 2.2)不兼容 NTLMv2。类似地，如果 
启用，NTLMv1、客户端 lan 认证和客户端明文认证将被禁用。这还禁用共享级身 
份验证。 
如果禁用，客户端将发送一个 NTLM 响应(也可能是一个 LANMAN 响应)，这 
取决于客户端 LANMAN 权限的值。 
请注意，一些站点(特别是那些遵循“最佳实践”安全策略的站点)只允许 NTLMv2 
响应，而不允许较弱的 LM 或 NTLM。缺省情况下为禁用 
template homedir：当填写 Windows NT 用户的用户信息时，winbindd(8)守护进程 
使用此参数填写该用户的主目录。如果字符串%D 存在，它将被替换为用户的 
windowsnt 域名。如果字符串%U 存在，它将被替换为用户的 Windows NT 用户名。 
template shell：当为 Windows NT 用户填写用户信息时，winbindd(8)守护进程使用此参数为该用户填写登录 shell。 
winbind use default domain：该参数指定 winbindd(8)守护进程是否应该在用户名 
中没有域组件的用户上运行。没有域组件的用户被视为 winbind 服务器自己域的 
一部分。虽然这对 Windows 用户没有好处，但它使 SSH、FTP 和电子邮件功能在 
某种程度上更接近于它们在本地 unix 系统中的功能。缺省状态下为 NO 
winbind enum users：在使用 winbind(8)的大型安装中，可能需要通过系统调用的 
setpwent()、getpwent()和 endpwent()组来抑制用户枚举。如果 winbind enum users 
参数为 no，调用 getpwent 系统调用将不会返回任何数据。关闭用户枚举可能会 
导致某些程序的行为异常。例如，手指程序在搜索匹配的用户名时依赖于能够访 
问完整的用户列表。缺省状态下为 yes 
winbind enum groups：在使用 winbind(8)的大型安装中，可能需要通过系统调用 
的 setgreent()、getgreent()和 endgreent()组来抑制组的枚举。如果 winbind enum 
groups 参数为 no，调用 getgrent()系统调用将不会返回任何数据。关闭组枚举可 
能导致某些程序的行为异常。缺省状态下为 yes 
encrypt passwords：这个布尔型值控制着是否与客户端用加密口令进行交谈，缺 
省状态下为 yes
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# Change this to the workgroup/NT-domain name your Samba
workgroup = KYLINOS

realm = KYLINOS.COM

netbios name = kylin

security = ads

dns forwarder = 10.0.0.189

idmap uid = 10000-20000

idmap gid = 10000-20000

client use spnego = yes

client ntlmv2 auth = yes

template homedir = /home/%D/%U

template shell = /bin/basf]

winbind use default domain = true

winbind enum users = yes

winbind enum groups = yes

encrypt passwords = yes

kerberos method = secrets and keytab

winbind refresh tickets = true
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Samba server and utilities
A new version (/run/samba/upgrades/smb.conf) of configuration file
/etc/samba/smb.conf is available, but the version installed currently
has been locally modified.

What do you want to do about modified configuration file smb.conf?

install the package maintainer's version

show the differences between the versions

show a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions

start a new shell to examine the situation

<B E >
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1
Pluggable Authentication Modules (PAM) determine how authenticatio
authorization, and password changing are handled on the system, as
as allowing configuration of additional actions to take when start
user sessions.

Some PAM module packages provide profiles that can be used to
automatically adjust the behavior of all PAM-using applications on
system. Please indicate which of these behaviors you wish to enab

PAM profiles to enable:

emd control group

session

<HUH>
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kylin@clientl:~/51 [ $ cat /etc/nsswitch.conf

# /etc/nsswitch.conf

#

# Example configuration of GNU Name Service Switch functionalit
# If you have the ‘glibc-doc-reference' and ‘info' packages ins
# “info libc "Name Service Switch"' for information about this

passwd:

group:

shadow:

gshadow:

hosts: files dns
networks: files
protocols: db files
services: db files sss
ethers: db files
rpc: db files
netgroup: nis sss
sudoers: files sss
automount: Sss

kylin@clientl:~/E & ¢ I
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kylin@clientl:~/52E $ sudo kinit zhangsan
Password for zhangsan@KYLINOS.COM:
vlin@clientl:~/E & ¢
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kylin@clientl:~/5 @ $ sudo kinit zhangsan
Password for zhangsan@KYLINOS.COM:
kylin@clientl:~/5 @ $ sudo klist

Ticket cache: FILE:/tmp/krb5cc 0

Default principal: zhangsan@KYLINOS.COM

Valid starting Expires Service principal

2025-03-01T17:50:19 2025-03-02T03:50:19 krbtgt/KYLINOS.COM@KYLINOS.COM
renew until 2025-03-02T17:50:16

kylin@clientl:~/S@E$ I
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kylin@clientl:~/H $ sudo net ads keytab create -U zhangsan

Enter zhangsap

1 © BRRSRLE x
RIMAIATL AR

RIf: samba-common-bin

BiZ: Just/bin/net

RiF Fb
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kylin@clientl:~/5 E$ sudo net ads join -U zhangsan

Enter zhangsan's password:

Using short domain name -- KYLINOS

1Joined 'KYLIN' to dns domain 'kylinos.com'

No DNS domain configured for kylin. Unable to perform DNS Update.
DNS update failed: NT_STATUS INVALID PARAMETER
kylin@clientl:~/E$ I
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assword for zhangsan@KYLINOS COM:
ylin@clientl:~/8§
icket cache: FILE: & EHESRSIAUAE x

efault principal:

RIMAIATL AR
alid starting . L
025-03-01T17:50:19| HUA: winbind OM@KYLINOS. CC
renew untill  B@: jusr/sbin/winbindd
ylin@clientl:~/% an
nter zhangsan's pa y
ylingclientl:~/5% R RiE

nter zhangsan's pa

sing short domain name -- KYLINOS

oined 'KYLIN' to dns domain 'kylinos.com'

o DNS domain configured for kylin. Unable to perform DNS Update.
NS update failed: NT_STATUS_INVALID PARAMETER
ylin@clientl:~/5%E$ sudo systemctl restart winbind
ylingclientl:~/R@E$ []
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As of pam 1.0.1-6, this file is managed by pam-auth-update by default.
To take advantage of this, it is recommended that you configure any
local modules either before or after the default block, and use
pam-auth-update to manage selection of other modules. See
pam-auth-update(8) for details.

KR

# here are the per-package modules (the "Primary" block)

account requisite pam_kysec.so

account [success=2 new_authtok_reqd=done default=ignore] pam_unix.so pwq
ality

account [success=1 new_authtok_reqd=done default=ignore] pam_winbind.so
# here's the fallback if no module succeeds

account requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code

# since the modules above will each just jump around

account required pam_permit.so

# and here are more per-package modules (the "Additional" block)
account sufficient pam_localuser.so

account [default=bad success=ok user_unknown=ignore] pam_sss.so

session required pam_mkhomedir.so skel=/etc/skel/ umask=0022)
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kylingxhkylin:~/£@$ cat /etc/pam.d/common-auth

/etc/pan.d/conmon-auth - authentication settings common to all services

This file is included from other service-specific PAM config files,
and should contain a list of the authentication modules that define
the central authentication scheme for use on the system

(e.g., /etc/shadow, LDAP, Kerberos, etc.). The default is to use the
traditional Unix authentication mechanisms.

As of pam 1.0.1-6, this file is managed by pan-auth-update by default.
To take advantage of this, it is recommended that you configure any
Tocal modules either before or after the default block, and use
pan-auth-update to manage selection of other modules. See
pan-auth-update(8) for details.

AR R LA L LR L LLRL A

# here are the per-package modules (the "Primary” block)
auth  [success=4 default=ignore] pam_biometric.so

auth  [success=3 default=ignore] pam_unix.so nullok nodelay try first pass deny=5 unlock time=180 root unlock time=180
auth  [success=2 default=ignore] pan_winbind.so krbS_auth krbS_ccache type=FILE cached login try first pass

auth  [success=1 default=ignore] [ pam sss.so use first pass

# here's the fallback if no module succeed

auth  requisite pam_deny. so
# prime the stack with a positive return value if there isn't one already;
# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

auth  required pam_pernit.so

# and here are more per-package modules (the "Additional block)

# end of pan-auth-update config

kylingxhkylin:~/g@$
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kylingxhkylin:~/£$ cat /etc/pa.d/common-session

#

# /etc/pan.d/comnon-session - session-related modules common to all services
#

# This file is included from other service-specific PAM config files,

# and should contain a list of modules that define tasks to be performed
# at the start and end of sessions of *any* kind (both interactive and
# non-interactive).

#

# As of pam 1.0.1-6, this file is managed by pam-auth-update by default.
# To take advantage of this, it is recommended that you configure any

# local modules either before or after the default block, and use

# pan-auth-update to manage selection of other modules. See

# pan-auth-update(8) for details.

# here are the per-package modules (the "Primary” block)

session [default=1] pam_pernit.so

# here's the fallback if no module succeeds

session requisite pam_deny. so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

session required pam_pernit.so

# The pan_unask module will set the umask according to the system default in
# /etc/login.defs and user settings, solving the problem of different

# unask settings with different shells, display managers, remote sessions etc.
# See "man pam_umask".

session optional pam_unask. so

# and here are more per-package modules (the "Additional block)
session optional pam_kysec.so

session required pam_unix. so

session optional —_pan_winhind so
session optional pam_sss.so

session optional pam_systend.s

session optional pam_mkhomedir. so

session optional pam_keyinit.so force revoke

# end of pan-auth-update config
kylingxhkylin:~/g@$
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kylinexhkylin:~/£E$ cat /etc/pam.d/conmon-password

/etc/pan. d/conmon-password - password-related modules common to all services
This file is included from other service-specific PAM config files,

and should contain a list of modules that define the services to be
used to change user passwords. The default is pam unix.

AR

Explanation of pam_unix options:

The "shas12" option enables salted SHAS12 passwords. Without this option,
the default is Unix crypt. Prior releases used the option "mds".

The "obscure” option replaces the old "OBSCURE CHECKS ENAB' option in
Togin.defs.

AR R

See the pam_unix manpage for other options.

# As of pam 1.0.1-6, this file is managed by pam-auth-update by default.
# To take advantage of this, it is recommended that you configure any

# local modules either before or after the default block, and use

# pan-auth-update to manage selection of other modules. See

# pan-auth-update(8) for details.

# here are the per-package modules (the "Primary” block)

password requisite pam_puquality.so retry=3

password [success=3 default=ignore] pam_unix.so use authtok try first pass sm3 deny=5 unlock time=180 root unlock time=18
password [success=2 default=ignore] pam winbind.so try authtok try first pass

password sufficient pam_sss.s0 {se_authtok

# here's the fallback if no module succeeds

password requisite pam_deny. so

# prine the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_pernit.so

# and here are more per-package modules (the "Additional block)

# end of pan-auth-update config

kylingxhkylin:~/g@$
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kylingxhkylin:~/£$ cat /etc/pam.d/common-account

/etc/pan. d/conmon-account. - authorization settings common to all services

This file is included from other service-specific PAM config files,
and should contain a list of the authorization modules that define
the central access policy for use on the system. The default is to
only deny service to users whose accounts are expired in /etc/shadow.

As of pam 1.0.1-6, this file is managed by pan-auth-update by default.
To take advantage of this, it is recommended that you configure any
Tocal modules either before or after the default block, and use
pan-auth-update to manage selection of other modules. See
pan-auth-update(8) for details.

AR R LR L L LR L R

# here are the per-package modules (the "Primary” block)
account requisite pam_kysec.so
account [success=2 new authtok reqd=done defaul
account [success=1 new authtok reqd=done defaul
# here's the fallback if no module succeeds
account requisite pan_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

gnore] pam_unix.so puquality
gnore] pam winbind.so

account required pam_pernit.so
# and here are more per-package modules (the "Additional” block)
account sufficient pam_localuser. so

account [default=bad success=ok user unknown=ignore] | pam sss.so
# end of pan-auth-update config
session required pan mkhomedir.so skel=/etc/skel/ unask=0022
kylingxhkylin:~/S@$
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|kylingclientl:~/52E$ su - zhangsan

]

8] B R '/home/KYLINOS/zhangsan'

zhangsan@clientl:~$ id

uid=10000 (zhangsan) gid=10000(domain users) #1=10000(domain users)
zhangsan@clientl:~$ ||
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kylin@clientl:~/5 M $ cat /usr/share/lightdm/lightdm.conf.d/95-ukui-greeter.conf

 (seat: %]
greeter-session=ukui-greeter
user-session=ukui
#greeter-setup-script=/usr/lib/ukui-greeter/ukui-greeter-nm-start.sh
greeter-show-manual-login=true
kylingclientl:~/£&$ I




image19.png
@ angsanaclientl: /88

XHHP) EE) HEV) SRS AR )

zhangsanectient: s id

11410000 (zhangsan) 91d=10000(domain users) #=10000(domain users),10062(BUILTIN
\users)

zhangsanectient1: 1
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zhangsan@kylinos.com
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